[Tpunoxxenue Ne 4

NudopmanuoHHO-MeTOAUYECKHE MATEPHUAJIBI VISl POAUTE/Iel

(3aKOHHBIX NMpeACTABUTE/IeH)

(paspaboTtansl MunaIMOpE Poccuu ripu yyactum AnbsiHCA 10 3alIuTe JIeTel B u(poBoii cpejie, B
cootBeTcTBHU C 11.57 [Tnana Meponpustuii mo peanuzanun CTpaTeru KOMIUIEKCHOM 0€30IacHOCTH JeTeH B
Poccuiickoit ®eaepaunu Ha nepuof 1o 2030 roga, yTBepkaeHHOro pacnopsbkeHueM Ilpasurensctsa Poccuiickoit
Oenepanuu ot 17 HOOpst 2023 roma Ne 3233)

«be3omacHoOCTh 1eTell B MHTEPHETE»

JleTn uCnoyib3ylOT IUIAHIIEThl U cMapT(OHBI sl OOuieHus, y4deObl, NOMCKa
uH(pOpMAaIMU U UT'P, HE MOA03peBasi 00 OMACHOCTSX, KOTOPBIE KIyT UX B UHTEPHETE.

[To3ab0ThTECH O OE30MACHOCTH BAIIMX JETEH — IMYCTh OHU:

OTKPBIBAIOT TOJBKO MOAXO/SIINE 10 BO3PACTY CAWThI U MPUIIOKEHHUS;

y4arcsi [paMOTHO paclpeiessiTh BpeMsi MEXKIy UTpamMu U yuEOOou;

HE MPOMAJAI0T U3 BaLIETO MOJIsI 3pEHNUS;

Orpaauth JeTeil OoT HexenareabHOW MH(GOpMaluy B UHTEPHETE U JECTPYKTUBHOTO
KOHTEHTa C IOMOIIBIO CHELMAIBHBIX CEPBUCOB MOXET JIOO0H poauTenp Jaxe Oe3
TEXHUYECKUX 3HAHUM.

Poaurenbckuii KOHTPOJIb.

CpenctBa pOaUTENBCKOIO KOHTPOJIE — 3TO MHCTPYMEHTHI, CIIOCOOHBIE 3alUTHUTh
JE€TEl OT MOTEHLUHAJBbHO ONACHOTO KOHTEHTa W MO3BOJISIIOIIME POAMUTENAM CIEAUTH 3a
BpPEMEHEM, MTPOBEICHHBIM PEOCHKOM B ceTH. Takue HHCTPYMEHTHI ITpeijiaraloT abOHEeHTaM
oneparopbl CBA3M M LU(PPOBbIE KOMIIAHMM, OCHOBABIIME AJIBSHC MO 3alIUTE JE€TEH B
uupoBoii cpeze

IIpuaoxenus onepaTopos CBA3H.

OTcnexuBaroT ypoBEeHb 3apsiia cMapThoHa peOEHKA.

brokupyroT HeXenaTeIbHbIE CalTHhI.

JIaroT TOYHBIE TaHHBIE O MECTOTIOJIOKEHUHU YCTPOUCTBA.

Ponurenn MoryT HacTpOWTH 30HBI, HANPHUMEP TEPPUTOPHIO IIKOJIBI WU paioHa.
[Ipunoxenue OyeT OTIPABIATH CMC, €CITM PEOSHOK BBIMICT 3a UX MPEICIIbI.

J171st upe3BbIYaliHbIX CUTYalMil ecTh KHomKa SOS.

[Tpunoxenus nocrymnusl At Android u i0S

[TonpoOHOCTH UCTIONB30BAaHUS M YCTAHOBKH Y3HABAKTE y OMEPATOPOB CBA3H.

bpay3epbl 1 MONCKOBbIE CUCTEMBI.

«SIHpexc»

B mnoucke «SHAEKCa» €CTh HECKOJIBKO PEKUMOB, KOTOPBIE IMO3BOJIAIOT YIPABIIATH
IMOXMCKOBOM BbIJAYCH.

Pexxumpbl puabTpanuu

Ymepennwtit — u3 pe3ynbTaTOB MOMCKA UCKIIOYAKOTCA CAWUThI JISI B3POCIBIX, €CIIH
3aIpocC SIBHO HE HAIIPABJICH HA MOUCK TAKUX PECYPCOB. PEKUM BKIIIOUEH MO0 YMOJIYAHHUIO.

Cemeiinblii — W3 PE3yJIbTATOB TMOUCKA TMOJHOCTHIO MCKIIOYACTCS KOHTEHT ISt
B3pOCJIIBIX, JAXK€ €CJIM 3alpOoC SIBHO HAMNPABJICH HA MOWCK TaKUX CAUTOB. PEXHMM MOMXKHO



AKTUBHUPOBATH B HACTPOMKAX.

Kak BKJIIOUHTH cemennbvliil pexnuM.

Otkporite pasaen «HacTpolikn» Ha IIaBHOM CTPaHMIE NOMCKA «SIHIEKca» WM Ha
CTpaHMIIE C pe3ybTaTaMu NOUCKa

Ilepeiinure: [lonck — OunbTpanus nmoucka — CeMEUHbBINA PEKUM.

Haxxmure «CoXpaHUTh» BHU3Y CTPAHUIIBL.

Pexumbl punbTpanuu B moucke «SHaekca» padoTaroT B 11000M Opaysepe.

Jliis 6e301acHOCTH JAETEN B COLICETSAX COBETYEM POAMTENSIM 3apErUCTPUPOBATHCS BO
BCEX COILICETSX, I'/le ecTh peOeHok. J[oO6aBbTe €ro B Apy3bs U MPOCMATpHUBAMTE MOCTHI,
Apy3eil U cooO1iecTBa, B KOTOPBIX OH COCTOMT. Mrpaiite ¢ peOEHKOM B €ro JroOHMbIe
urpel. OH OyJIer OXOTHEe [JeNUThCAd MOAPOOHOCTIMU CBOE€M OHJIAWH-)KM3HM U
IPUCITYIINBATHCS K BAIlIMM COBETAM.

I. becnuiaTHbIe cepBUCHI M MaTEPHAJbI 110 HU(POBOI 0€301IACHOCTH

1. «IIUPPATexka. budiuoreka npakTHYECKUX 3HAHUIN»

Ha moprane pasmemiena wuH@opMamuss O BO3MOXKHBIX yIrpo3aX B MHTEpPHETE
U PEeKOMEH/IAlNH, KaK ¢ HUMU OOpPOThCS. 371€Ch MOXKHO HAWTH:

CTaTbU SKCIIEPTOB;

MPAKTUYECKHUE COBETHI;

OHJIAMH-KBU3HI;

TOJIE3HBIE CEPBUCHI IS AETEU, POAUTEIICH U YUUTEIICH
[TepeiiTu Ha mopTain o cceuike: https://cifrateka.ru/

2. Ilocobue pasi poaurtened wuyuumrteseii «Puckm B undpoBoii cpene:
AHATHOCTUKA, MPOPUIAKTHKA, KOPPEKIH»

Y4eOHO-MeTOMMIeCKOe TMOCOOMe MOATOTOBWIIA TPyMa ICUXOJIOTOB MOCKOBCKOTO
rOCYyAapCTBEHHOT'O ICHUXOJOTO-IIEAArOTHYECKOr0 YHUBEPCUTETA COBMECTHO C BEAYIIMMU
JKCIEPTAMU  KPYNHEMIIMX TEXHOJOTHYECKMX KoMmaHud Poccnn —  ocHoBarenen
U WICHOB AJIbsIHCA T10 3alllUTe JAeTel B U pOBOii cpele

[Tocobue mocBsmieHo puckaM HUPPOBOM Cpeabl, ¢ KOTOPBIMU JE€TH U MOAPOCTKHU
CTAIKMBAIOTCS 110 MEPE B3POCIEHUSA. B HEM MOKHO HAWTH:

COBPEMEHHbIE MHCTPYMEHTHI JMATHOCTUKHU, MO3BOJISIONINE BBISIBUTH LUPPOBBIPUCKU
y I€TE€l U OJAPOCTKOB;

pPEKOMEHJAIMK  JUIsl  POAMTENIH U MeJaroroB 1o NpopuiIakTUKE ¢ KOPPEKIUH
I (PPOBBIX PUCKOB.

OTKpBITh U CKa4aTh MOCOOME MO CCHUIKE:
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf.

3. A30yka ku0ep0e30nacHoCTH

CrnoBaph TEPMHUHOB, CBSI3aHHBIX C ITU(POBOI 0€30MACHOCTHIO, TTIOBEICHUEM
B UHTEPHETE U UHTEPHET-PUCKAMU
OTKpBITh U CKa4yaTh CJIOBAPH O CCHUIKE:
https://internetforkids.ru/static/azbukadk%202.pdf.



https://cifrateka.ru/
https://cifrateka.ru/
https://cifrateka.ru/
https://cifrateka.ru/
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://psyjournals.ru/nonserialpublications/der2024/der2024.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf
https://internetforkids.ru/static/azbuka4k%202.pdf

4. Ilnardopma undpoBoil TrpaMOTHOCTH VISl He3PAYUX JeTeil OT OMJIaiH
u Everland

Kypc nst getet u moApOCTKOB ¢ MHBAIMIHOCTBIO — MPEXKJE BCETO, ISl HE3PAUUX
u crnaboBuasamx. B3pocibie Toxke MoryT ero npoitu. Kype momosxxer ocBouth 1iudpoBbie
nporpaMMbl M 1aCT PEIICHWS Il TOJHOIEGHHOTO  HCIIOJb30BaHUs  cMmapTdoHa
Y KOMIIBIOTEPA B OBCEAHEBHON KU3HU

[ToapoOHee o kypce 1o cebuike: https://beelineforkids.ru/.

5. IIpoekT conceru BKonTakTe #HeTKHOEPOYNIHHTY

Exerogno B HOsiOpe B Poccum mpoxoauT wuHpOpManMoHHas KammnaHusi «Mecsi
060prOBI ¢ KUOepOyIIMHTOMY. Llens mpoekTa — npuBiIeYs BHUMAHUE K MPOOJIEeMe TPaBln
B CETH U 3a €€ MpejenamMmu

OKCHEepTHI-TICUXOJIOTH  Yepe3 calT o0pamarmTcs K arpeccopaMm, JKepTBam
U CBUJICTENISIM TpaBiu B UHTEepHETe. OHM COBETYIOT, KaK HE IIOBTOPUTH arpeccHro
B OyaylleM, CIPaBUThLCA C MOCIAEACTBUSIMU TPABIU U MOMOYb APYTUM JIIOJISIM

[lepeiitu Ha caiiT mpoekTa 1o cchuike: https://kiberbulling.net/.

6. Keu3 «KubepoesonacHocts» or Mera®ona u SkillCity

CrnoxHyl0 | BaXHYIO TEMy MOXXHO M3y4HTh B UTpoBOM ¢opme. HUrpaTh MOKHO
OJIHOMY WJIM B KOMaHjle. Y3HalTe O caMbIX BOCTpeOOBaHHBIX MpOodecCUusix B MUPE
KnOep06e30macHOCTH, MpaBUjIaX KHOEPTUTHEeHbI, TOTPEHUPYUTE CBOIO HACMOTPEHHOCTb.

Urpa Oynmer oAMHAKOBO HMHTEPECHA YYCHHKAM CPEAHETrO U CTapIero 3BeHa.
IHomo#inéT g noMa U IIKOJIBL.

ITogpoOHee o kB3¢ Mo cchuike: https://skillcity.ru/teachers/materials/quiz/#3 &kviz-
kiberbezopasnost.

7. OnaaiH-Kypc aas poautesein «Kak 3amuTuth pedeHKa OT PUCKOB
B UHTepHeTe» oT Pocresiekoma

Kypc nmns poauwteneld W3 HECKOJBKMX BHICOYPOKOB pa3pabOoTaH Ha OCHOBE
UCCIeI0BaHMs 0€30MTaCHOCTH JICTCH B HHTEPHETE.

[ToapoGuee 0 Kypce 1o CCBIIKE:
https://www.company.rt.ru/social/cyberknowledge/cyber-lessons/

8. Moakact «JIykomopbe. Ckaszku Kora yuenoro»

[Mukn JeTckux TMporpaMM B CTHXax O O0€30MacHOCTH B ceTH U HU(POBOM
rpamoTHOCTH. KoMmnbrotepHsie 3moaeu Jlemmui, Boik n Kuknumopa BOpyroT B CKa304HOM
KOPOJIEBCTBE MAPOJIM U JIMYHBIE JAHHBIE, B3JaMBIBAIOT 3JIEKTPOHHYIO IOYTY, 3apakaroT
KOMITBIOTEPHI BUPYCAMH.

Cucremuspiii anmMuuuctparop Bacumuca Ilpemynpass oObsicHsET, Kak MPaBHIBHO
NEHUCTBOBATh NMPHU BO3ZHMKHOBEHUHU YTPO3bl U UTO OYAET, €CIM MpeHeOperaTh MpaBUIAMU
0e3omacHOCTH. [IMUTENTbHOCTh OJTHOM IPOrpaMMbl 6—8 MUHYT.

[Ipocnymars nogkact no cebuike: https://detifm.ru/fairy_tales/id/1441.

9. CienBBIIIYCK KYPHAJIA «Y MHAILIKI)

Crneusbinyck xypHana «Ilanopama TV» u «/lerckoro paano» MOJHOCTHIO
HOCBSIILIEH TeMe HHTepHeT-Oe3omacHocTH. [lepconaxu «Jlerckoro panno» BecHyiika
u Kunsroma npennaraiotr peGeHKy MPOBEPUTH HABBIKU M10JIb30BAHUSI UHTEPHETOM, PEIINB
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3aJ1ayy Ha JIOTHKY, CMEKaJIKy ¥ BHUMATEIbHOCTD.
[TonpoGuee 0 MIPOEKTE o CCBLJIKE:
https://internetforkids.ru/static/Umnaski 03 070922 NEW.pdf.

I1. Ilpuiio:xenus aJs1 odecriedyeHust HUPPOBO 0€30MACHOCTH JIeTei

1. lIpunoxenune «KRUTUBE dersim»

NucTpymMeHT rUOKOW HACTPOMKHM M KOHTPOJISI 32 T€M, YTO CMOTPUT PEOEHOK U
CKOJIBKO BPEMEHU OH TPATUT Ha T'a/I)KETHI.

B 6ubnmoreke npunoxkenus noctymnHo 6omuee 10 000 equHMIl 1ETCKOTO KOHTEHTA:

00y4JaroIife poJIuKy;

pa3BJIeKaTEJIbHBIE BUJIEO;

KaHAJIbI IETCKUX OJIOrepoB;

MOMYJISIPHBIE MYJIbT(UIbMBI.

Kak co3garb M HACTPOUTDH ATCKUUA NPOPUIDb.

Boiinure B npunoxenne «K RUTUBE JleTssim» 1mog CBOMM JJOTHHOM U APOJIEM.

Beeaute uudpsl ¢ 3xpaHa, 4ToObl BOUTH B pa3Aell pOJAUTEIBCKOIO KOHTPOJIS.

Haxwmure «/lo6aBuTh AeTCKUil Mpo(uIib» U HACTPOUTE €ro:

BbIOEpUTE aBaTap;

YKQKHUTE UMS;

BKJIFOYUTE MTOUCK MO MPUIIOKEHUIO, €CIIA HYKHO.

YcranoBure TaiitMep MpocMoTpa — NPH HEOOXOAMMOCTH.

Ecmu akkaynta Ha RUTUBE nert, co3nalite ero B npuiioxxennn «RUTUBE [ersam»
U CIIETyITe HHCTPYKLIHSIM.

[TonpoOHee 0 MpUIIOKEHUH IO CCBUIKE:

https://kids.rutube.ru/

III. {eTrckuil pesKkuM B CEPBUCAX U MPUII0KEHUAX

1. lerckuii aKkKayHT B cepBucax «SHaexca»

I EeTCKUX aKKayHTOB B <«SIHIEKCE» IO YMOJYAHUIO BKIIFOYAETCA CEMEUHBIN
peXUM C paclidpeHHOW ¢uiabTpanueii. B HeM CKpBIBaIOTCS CTpaHUIIBI ¢ HELEH3ypPHOU
JIEGKCUKOW W OrPaHWYMBAKOTCS PE3YJbTAThl IIOUCKA 110 HEXKEJIATEIbHBIM TEMATHUKaAM,
HaIpUMep 110 yHOTPeOISHNIO HAPKOTHYECKUX BEIIECTB, aJIKOroJis, Tadaka.

Yepes AeTCKU aKKayHT peOCHOK CaM CMOKET IMOJIb30BaThCs APYTHMMH CEPBUCAMU
«Sunexkcay. B HHX OyaeT aBTOMATHYECKH MPUMEHATHCS (DHUIBTP, CKPHIBAIOIIMKN HE
MOAXOMSIIUHI 110 BO3PAaCTy KOHTEHT.

[TogpobHEE O cO3MaHWM JETCKOTO aKKayHTa W YMNPABICHUH WM IO CCBHUIKE:
https://yandex.ru/project/unisearch/search_kids.

2. lerckuii pe:kum B RuStore

B odunmansHoM marasune npuiioxeHud RuStore ects nerckuil pexxum. MoKHO
HAaCTPOUTH IIPOCMOTP MU IIOMCKOBYIO BblJIauy KOHTEHTa B 3aBUCHUMOCTH OT BO3pacTa
peOEHKA, KOHTPOIUPOBATH €T0 MOKYIIKH
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Ponutento HyxkHO BbIOpaTh BO3pacT peOEHKA: MOMIKOJbHUK, IIKOJIbHUK WU
n0pocTOK. OT 3TOr0 3aBUCHUT, KAKON KOHTEHT OyJET MOKa3bIBAThCA:

JOLIKOJBbHUKY — TOJIBKO JIE€TCKUI KOHTEHT 0€3 HeKeNaTelbHbIX MaTEPUAJIOB;

IIKOJIbHUKY — MPWJIOXKEHUS U UTPbl, KOTOPbIE OJXOAAT JIJIsl BCEU CEMbH, HO MOTYT
coJiepKaTh TMHAMUYHbBIA KOHTEHT;

MOJAPOCTKY — 00JIee «B3pPOCIbIi» KOHTEHT;

Enie oHa 0cOOEHHOCTD IE€TCKOTO peXuMa — CIielUaibHbIe MOJ00PKH OT PelaKIuu
RuStore ¢ monae3HpIMU NPWIOKEHUSAMU U UTPaMU, KOTOPbIE MEHSIOTCS B 3aBUCUMOCTH OT
BBIOPAHHOTO BO3pacTa.

PebGeHok He CMOXKET caM BBIKIIOYHUTh AETCKUI PEeXHUM: POAMUTENh YCTAHOBUT KO,
0€e3 BBO/Ia KOTOPOTO HEBO3MOXHO MMOMEHSITh HACTPOMKH MJIM COBEPILATH MOKYIIKH

BxitounThs neTckuii pexuM, BeIOpaTh Bo3pacT pebenka u yctaHoBuTh [TMH-kox
MO>KHO B HacTpoiikax npoduis B RuStore

[Tonpobuee 0 JETCKOM pexume B RuStore 1o CCBUIKE:
https://www.rustore.ru/help/users/start/parental-control.

3. YMmubIe K010HKH 1 TB-cTanmuu ¢ Aiaucoii ot «SIHaexkcay»

Anmrca MOXeT, HampuUMep OTBETUTh Ha BONPOC peOeHKa, paccKa3aTh CKasKy,
IOUTPaTh B IOpOJa WIM 3arajarb 3araiky, MOJCKa3aTb, KakK CHeJIaTb OTKPBITKY IS
0a0y1IKy.

TexHonoruu AJKCH PACcMO3HAIOT rojioc pebeHka A0 12 yer, U OHa BKIHOYAET
0e3omacHblil AeTCKUN pexuM. B 3TOM pexnMe acCUCTEHT (PUIBTPYET BECh KOHTEHT s
B3pOCIBIX U MOAOMPAET MOAXOJSAUINI MO BO3PACTY, @ B JIOMOJHUTEIBLHOM pexume «Jlis
MajbllIel» BKJIIOYAeT TOJbKO KOHTEHT O+. DTO MOMOXKET 3aluTUTh pedeHKa OoT
HeXeNaTenbHON MHGOPMAIIMK U MTOTEHIIMATBHO BPETHOTO KOHTEHTA.

Kak HacTpOUTH KOJIOHKY JJIfl IeTeil.

JI71 1ETCKOTO0 roJjioca MOXKHO BKJIFOUUTH PEXKUM « /ST Mablen» uin «JleTcKuii».
[Ipu 5TOM 17151 B3pOCTIOTO T0JIOCAa MOXKHO BBIOPATh PEKUM «Y MEPEHHBIN» — TaK KOHTEHT
18+ OymeT BIIaBaThCS TOIBKO IO KOHKPETHOMY 3aIlpocCy.

Ecnu co3nate peOeHKy MAETCKHM aKKayHT WM «IO3HAKOMHTB» €ro C AJIHMCOH,
NOMOIIHUK OyneTr oOpamarbcs K pebeHKy 1O MMEHM ¢ BKIOYaTh  Oolee
NIEPCOHATM3UPOBAHHBIN KOHTEHT UCXOAS U3 HCTOPUH NTONCKA.

Pa3paboTunk HE PEKOMEHIYET OCTaBIIATh peOEHKa C KOJOHKOW 0Oe3 mpucmorpa
B3POCIIBIX.

[Tonpobuee 06 Anmce no cepuike: https://alice.yandex.ru/support/ru/station/kids.

4. lerckmii pe:xxum VK Bugeo

PexxuM, KOTOpBIN OTKPBIBAET JAOCTYH K MHOTOTBICSYHOW OMOIHOTEKEe 00y4Yaroliero
U pa3BIlIeKaTEeIbHOTO KOHTEHTA, MPU 3TOM obecrieunBasi HU(PpoByI0 0€30MacCHOCTh JIeTel U
MOJIPOCTKOB, TJI€ JOCTyITHA QyHKIIUSA:

B Gera-Bepcuu Ha cMapT(oHax U TUIAHIIETaX;

B Smart TV;

B Android TV.
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JleTcknii pexuM ynpolaeT MOUCK BHUAEO s Jerel. OHM MOTyT CMOTpPETH,
HalpuMep, KIJIACCUKY POCCUUCKON MYJNbTUIUIMKAIIMU, TOMYJISIPHbIE aHUMAIlUOHHbBIC
HOBUHKH, pa3BUBaKOIIME M oOydawlue Buaeo. B OuOMMoTeke Takke €cTb KOHTEHT OT
MOMYJISIPHBIX OJIOTEPOB, CEMENHbIEC (PUIIBMbI 1 HHTEPAKTUBHBIE BUJICO.

Jns nereit no 12 ner OubnnoTeka KOHTEHTa MoAoOpaHa BPYUYHYIO, MPEIYyCMOTPEH
0e30macHbIif MOUCK IO 3apaHee pa3MeYeHHOU 0ase.

Kak akTHBMpPOBATH IETCKHI PEKUM.

3aiinute B cBOM mpoduib B npusoxxkenun VK Bupeo.

[IepexirounTech Ha JETCKAN PEKUM.

VYcranoBute yethipex3HauHbli [IMH-kon. OH obecnieunT 6€30MacCHOCTh: ACTH HE
CMOT'YT BEPHYThCSI BO B3POCIIbIN PO JaxKe IPH Mepe3arpy3Ke MpUIOKEHUs.

[ToapoGHee 0 JICTCKOM pexKUMeE VK Bunaeo o CCBIJIKE:
https://vk.company/ru/press/releases/11877/.

C nanHo# uH@pOpMalnuel MOKHO O3HAaKOMHTHCS Takke Ha moprajie [ocyciyru mo
ccrutke: https://www.gosuslugi.ru/life/details/internet safety children.
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